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- 10 years in Cyber Security, 13 (inclusive) in IT

- Previous Positions

- Cyber Security Researcher at AU DOD

- Cyber Security Research Engineer at AU DOD

- Assistant Director Cyber Threat Intelligence Technical Capability at AU 

DOD

- Security Operations Centre Lead at Leidos Australia

- Chief Cyber Architect at Leidos Australia

- Currently the Cyber Practice Manager for Leidos Australia, reporting up to 

the CTO.

- Founder for ComfyConAU

This presentation does not represent the views of my employer.

Who the hell is this guy?





2013
The Mandiant APT  1 Report
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Risk

A measure of the extent to 

which an entity is threatened by 

a potential circumstance or 

event.

Threat, Vulnerability, and Risk

Vulnerability

Weakness in an information 

system, system security 

procedures, internal controls, or 

implementation that could be 

exploited or triggered.

Threat

Any circumstance or event with 

the potential to adversely 

impact organizational 

operations, assets, or 

individuals.



2014
Heartbleed
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2016 
Equation Group and ASD
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Threat Actor Tiers

Tier VI
Nations, Global 25

Tier V
Nations, Global 150, State Sponsored

Tier IV
Organised Crime, Cyber Mercenaries

Tier III
Crime Groups, Hacktivists

Tier II
Criminals, Disgruntled Workers. 

Programmers

Tier I
Script Kiddies, Non Malicious Actors 
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Creates Vulnerabilities using 
Full Spectrum

Discovers Unknown 
Vulnerabilities

Exploits pre-existing, known 
vulnerabilities

https://nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-081.pdf



2017
Wannacry, NotPetya, X-Agent
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2018
Strava
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2019
ANU
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“Sophisticated”

“File-less malware”
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2020
Misinformation
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2021
Log4J
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2022
Optus vs. Medibank
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Summary
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Thanks!

icd@wan0.net

@wan0net
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