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● What is a hacker?

● Who are hackers?

● Why do they hack?

● How do they hack?

What will I be covering?



- 8 years in Cyber Security, 11 (inclusive) in IT

- Previous Positions

- Cyber Security Researcher

- Cyber Security Research Engineer

- Assistant Director Cyber Threat Intelligence Technical Capability

- Security Operations Centre Lead

- Relevant Qualifications:

- GIAC Certified Industrial Control Systems Professional (GICSP)

- GIAC Certified Penetration Tester (GPEN)

- GIAC Certified Continuous Monitoring Analyst (GMON)

- ComfyCon AU Founder

What’s my experience with 
Cyber?



What is a hacker?











Who are hackers?



Threat Actor Tiers

Tier VI
Nations, Global 25

Tier V
Nations, Global 150, State Sponsored

Tier IV
Organised Crime, Cyber Mercenaries

Tier III
Crime Groups, Hacktivists

Tier II
Criminals, Disgruntled Workers. 

Programmers

Tier I
Script Kiddies, Non Malicious Actors 
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Creates Vulnerabilities using 
Full Spectrum

Discovers Unknown 
Vulnerabilities

Exploits pre-existing, known 
vulnerabilities

https://nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-081.pdf











Why do they hack?



Capability, Intent, Opportunity

Vulnerability Risk

Intent

The goal of the 
adversary

Capability
The ability of an 

adversary to 
successfully achieve a 

desired effect

Threat

Opportunity

Timing and 
knowledge of the 

target space



Intents

● Financial gain or reputation enhancement

● Seek revenge

● Espionage, political, economic, or military

● Political, social, or ideological

● Propaganda



How do they hack?



Weaponisation Delivery Exploitation Installation Command 
and Control

Action on 
ObjectivesReconnaisance

Cyber Kill Chain


